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E-voting In the News

Electronic Voting Systems:
the Good, the Bad, and the Stupid
SECURITY ALERT: July 4, 2005

Critical Security Issues with Diebold Optical Scan Design

‘Security Analysis of the Diebold AccuVote-TS Voting Machine‘

‘Sccurily Assessment of the Diebold Optical Scan Voting Tcrmina-ﬂ‘

Pennsylvania voters: trust but verify
- Poll finds most want ballot verification
IR Electronic Voting System Usability Issues
HE MACHINERY OF DEMOCRACY:

e e Y ROTECTING ELECTIONS

Hack-a-Vote: Security

"The bottarn line is if we don't have the ability q :E'N ELE{JTR{)NI{_: xxr{)RLI}

L] -
to authenticate our own elections as citizens, I q q P q 'I' ’-] El e Ct rO n I C
we don't live in a dermocracy " x Ba l I r WI

e S e i s Analysis of an Electronic Voting System
Democracy, Thursday at 9 prn. ‘ V U LI I I H Oy bte m S
Ereview Hacking Dermocracy

Privacy Issues in an Electronic Voting Machine

SECURITY ALERT: May 11, 2006

s g o Tootrme et ; { Trusted Agent Report
Critical Security Issues with Diebold TSx, . .\ v 1oy ofing Systeml
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Main Take-Away Points

E-voting systems are nothing more than general-purpose
computers running specialized voting software.

Same concerns arise as in any complex software/hardware system.

Current certification process provides little or no assurance:
it 1s incapable of 1dentifying many critical vulnerabilities.

Other states have banned e-voting systems still in use in PA.
We can — and should — do better.

Despite these concerns (or perhaps because of them) everyone
should still actively participate in the democratic process. Vote!
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E-voting Risks

While there are several DRE vendors, one truth holds: all
computer hardware/software systems of this complexity have bugs.

Bugs can manifest themselves in different ways:
cause system to be unreliable (crash, lose votes),
create openings that allow an outsider to compromise election,

create openings that allow an inside to compromise election.

Such attacks can be impossible to detect after-the-fact.
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Misrepresentation #1

“E-voting machines are
not computers.”
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Diebold AccuV ote System

Demo in Allentown:;

........

Diebold AccuVote-
TSx block diagram:

DRE systems are nothing more
than specialized computers.

http://www.wfmz.com/cgi-bin/tt.cgi?action=viewstory&storyid=13711

16V 44
Pawer Supply

12V 4.5Ah
NiMH

qqqqqqq

http://www.bbvforums.org/forums/messages/1954/AccuVote-TSx 2 02 System Overview-23267.pdf
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E-voting Machines We Own

Danaher / Shouptronic 1242 ( 11
(Bucks County) —

Sequoia Advantage
(Northampton County)
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-voting Machines We Own
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Compact EPROM programmer at any affordable price. Can program
most 27 series EPROM's including,
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Misrepresentation #2

“E-voting machines have
been tested by federal and
state authorities, so they
must be safe.”
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CA and OH Toss Out DRE's

SECRETARY OF STATE
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Misrepresentation #3

“E-voting machines have
never malfunctioned or
lost votes 1n a real
election.”
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Case of the Danaher 1242

Nearly 200 votes are lost
through a combination of
vendor and pollworker
mistakes in May 2005
primary in Berks County.

Windows Internet Explorer
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PA Danaher Re-Exam: Blame the Pollworkers!
By Marybeth Kuznik, VotePA
MNovember 2. 2005

Eclipsed by late-night theatrics in the Pennsylvania Assembly over a controversial pay raise legislators
voted themselves last summer, the citizen-petition re-examination of the Danaher 1242 voting system
received little attention in the Pennsylvania press.

The 1242 Machines, first certified for use in Pennsylvania in 1984, failed to count votes in a number of
precincts precincts during the May 17 Primary Election in Berks County. A re-examination of the Danaher
system was called for by the petition of Berks County voters and filed by Sheila Green of Beaver County.

During the re-examination, held in Harrisburg on Movember 2, Danaher Vice President Matthew Lilly
blamed Berks County pollwerkers for causing the problem. He said that the pollworkers did not follow
training and pushed a red button more than one time to start the machine when the polls opened.

Placing blame on pollworkers was a tactic applied before in re-examinations of Pennsylvania vating
systems. Jack Gerbel, president of the UniLect company, also blamed pollworkers for the failures of his
Patriot DRE machines during re-examinations of that system last Spring. The Patriot was ultimately twice
decertified for use in Pennsylvania by the Department of State. A "new and improved” model of the Patriot
failed PA certification on October 21

Citizen observers present at Wednesday's Danaher exam expressed concem that the something as
simple as pushing a button one extra time should not cause the loss of an entire election’s results. They
were concerned that the Danaher 1242 was not designed with more fail-safe measures built into it.

"Whatever system we have it has to be robust against people making mistakes because people make
mistakes," said Dr. Stephanie Frank Singer, who ohserved the examination.

During the re-examination Lilly stated he was "pretty confident” that procedures will be followed and votes
will be recarded and counted properly in subsequent elections

"He said, well, we're going to be careful, and we're going to follow procedures, but they followed

procedures before, " commented Dr. Rebecca Mercuri. who also observed the re-exam.

The re-examination of Danaher was called by a petition signed by over 100 Berks County voters, as well

as voters from other areas of Pennsylvania. The petition and re-exam fee was delivered to the Pennsylvania

Department of State in mid-June, but the event was re-scheduled several times before finally being held

less than a week before the November General Election &
£ | b

Done & Internet F A0~

http://www.pollworker.us/articles%202005/kuznik 11-2-05 danaher.html
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Case of the Sequoia Advantage

(= The BRAD BLOG : Sequoia E-Voting Machines Reporting Inaccurate Totals in New Jersey - Windows Internet Ex... E“E %
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BLOGGED BY JOHN GIDEON ON 2/20/2008 2:45PM

Sequoia E-Voring MAcCHINES REPORTING INACCURATE TOTALS IN

New JERSEY

POST-SUPER TUESDAY CANVASS REVEALS DISCREPANCIES BETWEEN INTERNAL
PRINTOUTS AND MEMORY CARTRIDGES ON DRE SYSTEMS IN FIVE SEPARATE
COUNTIES

SAME 'TAMPERPROOF' MACHINES RECENTLY HACKED BY PRINCET(
PROFESSOR, ALSO FAILED TO START UP PROFERLY ON ELECTION

{ UNIVERSITY

Guest Blogged by John Gideon of VotersUnite. Org

The Newark Star-Ledger is reporting that New Jersey election
officials have found a discrepancy in the state's Primary Election
results as reported on the Direct Recording Electronic (DRE)
voting machines used on Super Tuesday. Voter totals reported by
the internal paper tapes on their Sequoia AVC Advantage DRE in a
number of counties are failing to match up with totals found on
the memory cartridges, used for both ballot definition and results
storage. on the same machines, according to the report today...

As Union County Clerk Toanne Rajoppi tried to verify
returns in this month's historic presidential primary, she kept coming up wrm
errors for a handful of voting machines.

The numbers from the cariridges that print ouf vote tallies and the paper-tape
‘backup within the machine didn't match. Rajoppi asked her colleagues in
other coufties to perform the same test, and similar problems were found in
voting machines for Bergen, Gloucester, Middlesex and Ocean counties.

Problems with Sequeia's AVC Advantage systems also emerged early on the morning of Super
Tuesday, forcing a 45 minute dzlay for the state's Governor, who was unable to cast his vote
when the machines failed to boot up on Election Day. In February of last vear, the same
machines were hacked by a Princeton University Professor after he'd been able to purchase a
mumber of the $8000 systems for just 586 apiece on the Internet.

The Star-Ledger today goes on to report some of the details on the latest failures now emerging
in New Jersey during the state's post-election canvassing. .
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New Jersey Clerks Want Sequoia E-Voting
Investigated

By Jennifer Bosavage, ChannelWeb
6:03 PM EDT Mon. Mar. 24, 2008

Reports of e-voting discrepancies revalving around a state primary election are
causing a dust-up between the solution provider, Sequoia Voting Systems,
and the State of New Jersey.

The records from the voting machines —tapes similar to cash register tapes —
indicate that the number of ballots cast does not agree with the machines’
printouts

Lastweek, the New Jersey association of county clerks called on Mew
Jersey's Attorney General to investigate possible discrepancies in e-voting
machines used in Februarys presidential primary election. The clerks in six
counties reported discrepancies in the tallies generated by some 60 Sequoia
devices during the Feb. & election, according to the Constitutional Officers
Association of New Jersey. Sequoia maintains the discrepancies were the
result of human errar.

However, Sequoia informed the county clerks that such an independent
analysis would violate the licensing agreement between the provider of vating
machines and software, and the county. The company's position is that the
voting machine software is a trade secret and cannot be handed over to any
third party. Union County had planned to have an independent study of the
machines conducted by Edward Felten, a professor of computer science and
public affairs at Princeton University. The threat of legal action has resulted in
the third-party investigation being dropped.

0n his blog, Felten has photos of the vating maching records, and notes that
the vendar's explanation is insufficient.

“The battem line is clear. An investigation is needed — an independent
investigation, done by someone not chosen by Sequoia, not paid by Sequoia,
and not reporting to Sequalia,” Felton wraote.

Senuoia said in a staternent that it has commissioned an independent source
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E-Voting In Pennsylvania

AVS was
decertified .

INz=hirugbar
last year Bedord

Somerset

. ES&S iVotronic M

ES&S Model 100/1Votronic . ES&S Model 650/AutoMark

Lahcaster

. Danaher 1242 . Hart InterCivic eSlate2

. Sequoia Edge Sequoia Advantage

Hart InterCivic eScan /
Hart InterCivic eSlate

. ES&S Model 100/AutoMark Premier (Diebold) TSX

http://www.dos.state.pa.us/voting/cwp/view.asp?a=1218&Q=446365
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